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ORIGIN SY-05 

INFO OCT-01 EUR- 1 2 ISO-OO FBOE-OO OC-06 CCO-OO USIA-15 

/039R 

DRAFTED BY A/SY/FO:ADHANREHAN:SO 

APPROVED BY A/SY/FO - PHILIP J. HARRICK 

EUR/EX - WCHAPMAN 

A/FBO - PSTANGE 

A/SY/OPS/FO - JDONOVAN 

A/SY/OPS/T - WGTT ,1,1AM 

OC/PE - RSHARPE 

USIA/IOS/P - BDOWLING 

130969 

R 040350Z DEC 76 
FM SECSTATE WASHDC 
TO AMCONSUL FRANKFURT 
AMEMBASSY BONN 

UNCLAS STATE 296015 

FRANKFURT FOR RSS/RTC/RSO; BONN FOR RSO/RCO 

E.O. 11652:N/A 

TAGS:ASEC 

SUBJECT:REQUIREMENTS FOR TERRORISM - 1977 
REF: BONN 17544 (NOTAL) 

1 . BONN PHYSICAL SECURITY SURVEY (BONN A-304, 1975) NOTES 
THAT RESIDENCE IS ALREADY RECEIVING ADEQUATE SECURITY 
COVERAGE. PLEASE JUSTIFY IN A DETAILED SURVEY REPORT OF 
THE AMBASSADOR'S RESIDENCE THE NEED FOR ADDITIONAL GUARD 
FORCE. 

2. CONCERNING BODYGUARDS FOR AMBASSADOR, REQUEST RSO 
TO CONTACT LOCAL POLICE TO DETERMINE IF THEY WILL FURNISH 
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APPROPRIATE BODYGUARD PROTECTION. SY IS NOT AWARE OF ANY 


Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 04 MAY 2006 



Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 04 MAY 2006 


DIRECT THREAT AGAINST AMBASSADOR. HAS THIS SITUATION 
CHANGED? 

3. PROJECTS FOR CONSULATE GENERALS HAMBURG AND FRANK- 
FURT ARE FBO FUNDED PROJECTS. ACTION HAS BEEN TRANS- 
FERRED TO FBO. RSO SHOULD BE AWARE THAT FBO HAS MADE 
FUNDS AVAILABLE TO COMPLETE ALREADY APPROVED TERRORIST 
PROJECTS. 

4. POST IS REQUESTED TO CONSULT WITH RTC, FRANKFURT ON 

EXTENSION OF INTERCOM SPEAKER AT RESIDENCE IN BREMEN 
TO SEE IF INSTALLATION CAN BE PERFORMED BY RTC, FRANKFURT 
WITHOUT COST TO POST. 

5. BELIEVE FIRE ALARM SYSTEMS FOR AMERICAN HOUSES, 
GERMANY CAN BE INSTALLED BY RTC, FRANKFURT, AT NO 
COST TO POST. ALSO REQUEST RTC, FRANKFURT REVIEW 
POSSIBILITY OF INSTALLING POLICE ALARM SYSTEMS. RTC 
ADVISE. 

6. ADVISE WHERE ADDITIONAL 8 LOCAL GUARDS FOR BONN, 
DUSSELDORF, MUNICH, FRANKFURT AND STUTTGART WILL BE 
LOCATED AND NATURE OF THEIR DUTIES. 

7. IF RADIO PAGING EEQUIPMENT FOR CONGEN MUNICH IS 
TO BE UTILIZED IN CONJUNCTION WITH OC FURNISHED RADIO 
EQUIPMENT WHICH IS DEPARTMENT S RECOMMENDATION, THIS 
REQUIREMENT SHOULD BE FORWARDED TO RCO, BONN AND OC 
FOR APPROVAL AND FUNDING. ADVISE. 

8. DEPARTMENT NEEDS MORE DETAILED INFORMATION ON THE 
NEED FOR MARINE GUARDS AT BAX INSTALLATION. DOES THIS 
PROPOSAL HAVE RCO, BONN'S APPROVAL? SINCE THE BUILDING 
IS OCCUPIED CONTINUOUSLY BY AMERICAN EMPLOYEES, IT 
WOULD APPEAR LOCAL GUARDS COULD BE SUBSTITUTED FOR 
MARINES. ADVISE. SY/FO LETTER ON THE BAX MARINE 
SITUATION IS FORTHCOMING. 

9. LEXAN FOR AMERICAN HOUSE HAMBURG AND AMERICAN 
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HOUSE FRANKFURT WERE FUNDED IN STATE 221319. 

10. ADDITIONAL COST FOR POLICE AND FIRE ALARMS FOR 
AMERICAN HOUSE COLOGNE AND STUTTGART AREA RECURRING 
ONGOING EXPENSE. 

1 1 . ADDITIONAL MYLAR FOR USIS BUILDINGS WAS FUNDED 
IN STATE 221319 AND SHOULD BE UTILIZED FOR MYLAR PRO- 
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JECT USIS BONN. 

12. PLEASE MAKE APPROPRIATE ANNOTATIONS TO YOUR RECORDS. 

KISSINGER 

UNCLASSIFIED 

NNN 
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